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1
Decision/action requested

Approve pCR to TR 33.841 below.
2
Rationale

The AES-modes used in Rel-15 of the 5G system were introduced to 3GPP in Rel-8 for LTE. If 256-bit AES is to be introduced, it seems natural to also reconsider the choice of AES-modes. The intention is not to extend the scope of the ongoing study, but to propose that such modes could be taken into consideration in a possible normative phase.
3
Detailed proposal: pCR to TR 33.841
*** BEGIN CHANGES ***
13.1.1
AES

It appears fairly straightforward to adapt the encryption and integrity algorithms based on 128-bit AES to use 256-bit AES instead. There are published attacks that are notionally very slightly better than exhaustive search on 256-bit AES (http://link.springer.com/chapter/10.1007/978-3-319-19962-7_3), but in practice it remains a completely standard choice of strong algorithm. 
The AES-modes used in Rel-15 of the 5G system are 128-bit AES in CTR mode and 128-bit AES in CMAC mode. These modes were introduced in 3GPP in Rel-8 for LTE. If 256-bit AES is to be introduced, newer AES-modes such as GMAC could be taken into consideration in a possible normative phase for possible performance improvements.
*** END CHANGES ***

